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Abstract-   This paper tells about the security issues and their 
current solutions in the mobile ad hoc network. There are 
numerous security threats that disturb the development of 
vulnerable nature of the mobile ad hoc network. Firstly, we 
analyze the main vulnerabilities in the mobile ad hoc 
networks, which have made it much easier to suffer from 
attacks than the traditional wired network. After this we 
discussed the security criteria of the mobile ad hoc network 
and present the main attack types that exist in it. Finally we 
survey the current security solutions for the mobile ad hoc 
network. 
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1. INTRODUCTION

With recent performance advancements in computer and 
wireless communications technologies, advanced mobile 
wireless computing is expected to see increasingly 
widespread use and application, much of which will 
involve the use of the Internet Protocol (IP) suite. The 
vision of mobile ad hoc networking is to support robust and 
efficient operation in mobile wireless networks by 
incorporating routing functionality into mobile nodes. Such 
networks are envisioned to have dynamic, sometimes 
rapidly-changing, random, multihop topologies which are 
likely composed of relatively bandwidth constrained 
wireless links. 
A Mobile Ad hoc NETwork (MANET) is a system of 
wireless mobile nodes that dynamically Self-organize in 
arbitrary and temporary network topologies. People and 
vehicles can thus be Internetworked in areas without a pre-
existing communication infrastructure or when the use of 
such infrastructure requires wireless extension [3]. In the 
mobile ad hoc network, nodes can directly communicate 
with all the other nodes within their radio ranges; whereas 
nodes that not in the direct communication range use 
intermediate node(s) to communicate with each other. In 
these two situations, all the nodes that have participated in 
the communication automatically form a wireless network, 
therefore this kind of wireless network can be viewed as 
mobile ad hoc network. The mobile ad hoc network has the 
following typical features: 
 Unreliability of wireless links between nodes. Because

of the limited energy supply for the wireless nodes and 
the mobility of the nodes, the wireless links between 
mobile nodes in the ad hoc network are not consistent 
for the communication participants. 

 Constantly changing topology. Due to the continuous
motion of nodes, the topology of the mobile ad hoc 
network changes constantly: the nodes can 
continuously move into and out of the radio range of 

the other nodes in the ad hoc network, and the routing 
information will be changing all the time because of 
the movement of the nodes. 

 Lack of incorporation of security features in statically
configured wireless routing protocol not meant for ad 
hoc environments. Because the topology of the ad hoc
  networks is changing constantly, it is necessary 
for each pair of adjacent nodes to incorporate in the 
routing issue so as to prevent some kind of potential 
attacks that try to make use of vulnerabilities in the 
statically configured routing protocol. Because of the 
features listed above, the mobile ad hoc networks are 
more prone to suffer from the malicious behaviours 
than the traditional wired networks. Therefore, we 
need to pay more attention to the security issues in the 
mobile ad hoc networks. 

2. CHALLENGES IN MOBILE AD HOC NETWORKS

The technology of Mobile Ad hoc Networking is somewhat 
synonymous with Mobile Packet Radio Networking (a term 
coined via during early military research in the 70's and 
80's), Mobile Mesh Networking (a term that appeared in an 
article in The Economist regarding the structure of future 
military networks) and Mobile, Multihop, Wireless 
Networking (perhaps the most accurate term, although a bit 
cumbersome). There is current and future need for dynamic 
ad hoc networking technology. The emerging field of 
mobile and nomadic computing, with its current emphasis 
on mobile IP operation, should gradually broaden and 
require highly-adaptive mobile networking technology to 
effectively manage multihop, ad hoc network clusters 
which can operate autonomously or, more than likely, be 
attached at some point(s) to the fixed Internet. MANET can 
be established extremely flexibly without any fixed base 
station in battlefields, military applications, and other 
emergency and disaster situation. 

3. SECURITY SOLUTIONS TO THE MOBILE AD HOC

NETWORKS 
A. Security 
The aims of Ad hoc networks and particularly MANET 
have in recent years not only seen widespread use in 
commercial and domestic application areas but have also 
become the focus of intensive research. Applications of 
MANET’s range from simple wireless home and office 
networking to sensor networks and similarly constrained 
tactical network environments. Security aspects play an 
important role in almost all of these application scenarios 
given the vulnerabilities inherent in wireless ad hoc 
networking from the very fact that radio communication 
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takes place (e.g. in tactical applications) to routing, man-in-
the-middle and elaborate data injection attacks. 
 
B. Protecting Mobile Ad-Hoc Network 
An ad hoc routing protocol is a convention, or standard, 
that controls how nodes decide which way to route packets 
between computing devices in a mobile ad-hoc network. In 
ad hoc networks, nodes do not start out familiar with the 
topology of their networks; instead, they have to discover 
it. The basic idea is that a new node may announce its 
presence and should listen for announcements broadcast by 
its neighbours. Each node learns about nodes nearby and 
how to reach them, and may announce that it, too, can 
reach them. Note that in a wider sense, ad-hoc protocol can 
also be used literally, that is, to mean an improvised and 
often impromptu protocol established for a specific 
purpose. 
 
C. Reactive Approach 
Seeks to detect security threats and react accordingly. This 
type of protocols maintains fresh lists of destinations and 
their routes by periodically distributing routing tables 
throughout the network. The main disadvantages of such 
algorithms are: 
1. Respective amount of data for maintenance. 
2. Slow reaction on restructuring and failures. 
There are two main things in re-active routing protocols 
first is that it never take initiative in order to take routes for 
network, second is that whenever it creates routes it will 
developed on demand by flooding mechanism. In such kind 
of routing protocols there are some advantages and 
disadvantages which are given below: 

 Whenever they need to find out the routes they 
use bandwidth otherwise it will not use 
bandwidth. 

 There is lot of overhead because of the flooding 
process. 

  At start there is delay in the network. 
There are three steps which will explain the complete 
procedure of the re-active routing protocols. 
1. If there are two nodes at position A and position B which 
want to communicate. 
2. In order to communicate with the B, A needs to flood the 
routes towards the B. 
3. In order to create communication between A and B 
unicast feedback will come back. 
 

4. NETWORK LAYER OPERATION 
There are two main network-layer operations in MANET. 
1. Ad hoc routing 
2. Data packet forwarding 
They interact with each other and delivering packets from 
source to destination. The main function of the ad hoc 
routing protocols is to provide routing among nodes; they 
exchange routing messages between different mobile nodes 
in order to maintain routing information at each node. 
According to the routing states, the second network layer 
operation data packets are used to forward data by 
intermediate next node which is an established route to the 
destination node. These both operations are vulnerable to 

malicious attacks, and which will lead to various types of 
malfunction in network layer. 
 

5. ATTACKS 
There are two mainly protocols are used in MANET 
networks, Link layer protocol are used to provide 
connectivity between different mobile nodes in order to 
ensure one-hop connectivity by using multihop wireless 
channels. On the other hand if we like to extend 
connectivity to different multiple hops then MANET 
network uses network layer protocols. In the coordination 
process distributed protocols typically assume that all 
mobile nodes are cooperating with respect to 
communication but actually this assumption is not possible 
in hostile mobile networks environment because 
cooperation is not enforced in MANET. The question arises 
why? The reason is because of malicious attackers violating 
protocol specification in order to disrupt network 
operations. 

5.1.    Network Layer Attack 
Due to this reason network-layer generally fall into two 
categories attacks: 
1. Routing attacks 
2. Packet forwarding attacks ( based on the target operation 
of the attacks) 
There are different categories of routing attacks that does 
not follow routing protocol specification. There are 
different routing protocols in MANET so therefore 
different attack behaviours related to different routing 
protocols. Some of them are discuss below: 

1. According to the context of DSR [1] MANET 
routing protocol there are following different 
attacks which are given below  

 An attacker modifies source routing list with 
respect to RREQ or RREP packets. 

 Switching order of different nodes in the routing 
list. 

  Deleting entries from the list. 
  Appending new node entries into the list. 

 
2.  According to the context of AODV [2] MANET 

routing protocol there are also different attacks 
which are given below 

 An attacker advertise route with wrong distance 
metric with respect to actual distance to the 
destination. 

 Advertise wrong routing updates with a large 
sequence number with respect to actual sequence 
number. 

  An attacker invalidates all routing updates from 
other nodes. 

3. According to the context of TORA routing 
protocol, there are also different attacking 
methods: 

 Attackers construct routing paths by interfering 
with the protocols' mechanisms, e.g. routes can be 
forced to use attacking nodes to go through them. 

  Attackers can also exhaust network resources by 
maliciously act of injecting, modifying and 
dropping data packets. 
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In order to divert traffic attackers attack on the routing 
protocols and divert traffic towards certain destinations 
under their control, and then they cause problematic 
situation in the network along a route which is not optimal 
or even nonexistent. The attackers can also create routing 
loops in the network, due to this way it creates network 
congestion in certain areas. There are also some other 
attacks like multiple colluding attacks which may cause to 
prevent source in order not to find route to the destination 
and also partition the network in the worst. 
 

5.2.     Active Attacks 
There are also some different active attacks which are 
really difficult to locate or identify because these attacks 
are more sophisticated and they are considered as subtle 
routing attacks some of them are given below  

 Attacker may further subvert existing nodes in the 
network. 

 They can also fabricate their identity 
 They can also impersonate other legitimate node 
 Attackers in pair nodes may create a wormhole  
 They also creates shortcut in normal flows 

between each other 
 The attackers target the route maintenance process 

and advertise operational link is broken  
According to context of routing attacks there are also some 
other kind of attacks like attacker launch attacks against 
packet forwarding operations as well due to this way it will 
not only disrupt the routing protocol it also poison the 
routing states at every node. For example, the attacker 
established route and drop packets, or also modify the 
content of the packets, or duplicate the packets. Another 
type of packet forwarding attack is denial-of-service (DoS) 
attack through network-layer packet blasting, in this type of 
attack attacker inserts large amount of junk packets in 

network. Due to this action significant portion of the 
network resources are wasted, and introduce severe 
wireless channel contention and network congestion in the 
network. 
There are identified vulnerabilities of the link-layer 
protocols, especially in the IEEE standard 802.11 MAC 
protocols [3], for mobile ad hoc network. It’s true that 
802.11 WEP is vulnerable to different types of 
cryptography attacks by misusing the cryptographic 
primitives [10]. The IEEE 802.11 protocol is vulnerable to 
many DoS attacks due to this way it targeting reservation 
schemes and channel contention. The attacker exploits 
binary exponential back off scheme in order to deny access 
to the wireless channel from its local neighbours [11, 17]. 
 

5.3.    Routing Attacks 
Generally there are four different types of MANET routing 
protocol attacks which is divided in to two main types 
which are given below: 
1. Routing disruption attacks  
2. Resource consumption attacks  
In case of routing disruption attacks, the main task of 
attacker is to disrupt routing process by routing packets in 
order to introduce wrong paths. In case of resource 
consumption attacks are concerned the main task of the 
attacker is to introduce some non-cooperative or selfish 
nodes that can be used to inject false packets due to this 
way load on the network increases and it will become a 
cause of consuming network bandwidth. Mainly both of 
these attacks in MANET routing protocols are the best 
examples of Denial of Service (DoS) attacks. In Figure 1 
there is a broader classification attacks in MANET routing 
protocols which are given below. 
 

 
Figure 1. Broader classification attacks in MANET routing protocols 
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5.4.      Attacks Using Modification 
In case of modification type of attacks some of the 
messages in the protocol fields are modified and then these 
messages passed among the nodes, due to this way it 
become the cause of traffic subversion, as well as traffic 
redirection and also act as a Denial of Service (DoS) 
attacks. 
  

5.5.      Route Sequence Numbers Modification 
In this type of attack which is mainly possible against the 
AODV protocol. In this case an attacker (i.e. malicious 
node) used to modify the sequence number in the route 
request packets. 
 

5.6.     Hop Count Modification Attack 
In this type of attacks where it is also mainly possible 
against the routing protocol AODV, here attacker mostly 
change hope count value and due to this way it will become 
the cause of attract traffic. They are mainly used to include 
new routes in order to reset the value of hop count field to a 
lower value of a RREQ packet or sometime even it is used 
to set to zero. 
 

5.7.     Source Route Modification Attack 
In this type of attack which is possible against DSR routing 
protocol where attacker (malicious node) modify source 
address and move traffic towards its own destination. In 
Figure 3.4 the mechanism is defined, where the shortest 
path between source S and destination X is defined (S-A-B-
C-D-X). Which shows that node S and the node X cannot 
communicate each other directly, and in the scenario (3.4) 
where the node M which act as a malicious node which are 
going to attempt a denial-of service attack. Let suppose that 
the node S which act as a source try to send a data packet 
towards the node X but if the node M intercept the packet 
and remove the node D from the list and the packet forward 
towards node C, where the node C will try to send the 
picket towards the distention X which is not possible 
because the node C can’t communicate with X directly, 
Due to this way the M node has successfully established a 
DoS attack on X. 
 

5.8.       Attacks Using Impersonation 
In this type of attacks where attacker is used to violates 
authenticity and confidentiality of a network. In this attack 
an attacker (i.e. malicious node) uses to impersonate the 
address of other user node in order to change the network 
topology. This type of attack can be described in the Figure 
2 given below: 
 

 
Figure 2.  Type of Impersonation attack 

 

In the above figure where the S node wants to send data 
towards the node X and before sending data to node X it 
starts a Route Discovery process. During route discovery 
process there is a malicious node M, when it receive route 
discovery packet regarding the node X then it modify its 
address and change to node X, like impersonates node X as 
X’. After that it send packet back to source node S that I am 
the destination node by RREP packet request. When the 
source node receives RREP packet information it doesn’t 
authenticate node and accept the route and send data to the 
malicious node. This type of attacks also called routing 
loop attack which will become the cause of loops within the 
network. 
 

5.9.     Attacks Using Fabrication 
In this type of attacks, where an attacker as a malicious 
node try to inject wrong messages or fake routing packets 
in order to disrupt the routing process. The fabrication 
attacks are very much difficult to detect in the mobile ad 
hoc network. Attacks using fabrication process are 
discussed very well in [20] and [21]. In Figure 3. where 
fabrication attacks is explained by an example. In the 
example where the source node S wants to send data 
towards the destination node X, so therefore at start it sends 
broadcast message and request for route towards the 
destination node X. An attacker as a malicious node M try 
to pretends and modify route and returns route reply to the 
node (S). Furthermore, an attacker’s nodes use to fabricate 
RERR requests and advertise a link break nodes in a mobile 
ad hoc network by using AODV or DSR routing protocols. 
 

 
Figure.3.  Fabrication attack example 

 
5.10.     Special Attacks 

There are also some other severe attacks in MANET 
network which are possible against routing protocols such 
as AODV and DSR. 
 

5.11.  Wormhole Attack 
The wormhole attack [15] is one of the severe types of 
attack in which an attacker introduces two malicious nodes 
in the network where an attacker used to forward packets 
through a private “tunnel”. This complete scenario 
described in Figure 3.7 which is given below: 
 

5.12.  Black Hole Attack 
This kind of attack is described very well in detail in [21]. 
In this type of attack, node is used to advertise a zero 
metric to all destinations, which become cause to all nodes 
around it in order to route data packets towards it. The 
AODV protocol is vulnerable to such kind of attack 
because of having network centric property, where each 
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node of the network has to shares their routing tables 
among each other. 

 
Figure 4.   Wormhole attack example 

 
In the above example where there are two malicious nodes 
M1 and M2 which link through a private connection. In this 
type of attack every packet which an attacker receive from 
network 1 forward to other network where another 
malicious node exist, simple speaking these two nodes use 
to exchange network information and fabricate traffic 
among each other. The traffic between the two nodes 
passes through “wormhole” among each other. Due to this 
way it will become the cause of disrupts routing protocols 
and violating normal flow of routing packets. These types 
of attacks are very difficult to detect in a network, and 
become the cause of severe damages to the nodes. These 
types of attacks can be prevented by using mechanism 
packet leashes [15], which are used to authenticate nodes 
among each other by timing information process 
 

6. SECURITY CONSIDERATIONS 
Mobile wireless networks are generally more prone to 
physical security threats than are fixed, hardwired 
networks. Existing link-level security techniques (e.g. 
encryption) are often applied within wireless networks to 
reduce these threats. Absent link-level encryption, at the 
network layer, the most pressing issue is one of interrouter 
authentication prior to the exchange of network control 
information. Several levels of authentication ranging from 
no security (always an option) and simple shared-key 
approaches, to full public key infrastructure based 
authentication mechanisms will be explored by the group. 
As an adjunct to the working groups efforts, several 
optional authentication modes may be standardized for use 
in MANETs. 
Security Requirements of Ad-Hoc Network Security 
Requirements of Ad-Hoc Network are: 
• Route signaling can’t be spoofed 
• Fabricated routing messages can’t be injected into the 

network 
• Routing messages can’t be altered in transit 
• Routing loops can’t be formed by through malicious 

action 
• Routes can’t be redirected from the shortest path by 

malicious action 
• Unauthorized nodes should be excluded from route 

computation and discovery.  
 
 

7. CONCLUSION 
Importance of MANET cannot be denied as the world of 
computing is getting portable and compact. Unlike wired 
networks, MANET pose a number of challenges to security 
solutions due to their unpredictable topology, wireless 
shared medium, heterogeneous resources and stringent 
resource constraints etc. Security is not a single layer issue 
but a multilayered issue. It requires a multi fence security 
solution that provides complete security spanning over the 
entire protocol stack. The Study of this important issue 
reveals that security is divided into different directions of 
the work like secure routing, key exchange, distribution and 
management, secure architecture, intrusion detection and 
protection etc. The Security research area is still open as 
many of the provided solutions are designed keeping a 
limited size scenario and limited kind of attacks and 
vulnerabilities. As in wired network role definition has 
been very crucial in security, keeping the same idea in 
mind we can apply the role based security in MANETs. 
Community based solution can be used in role 
specification. Under these scenario policy distribution 
techniques, grouping policy, membership management are 
the major areas to work on.  
Agent oriented solutions are very useful in many areas. 
Similarly MANETs security can also be exploited due to its 
distributed nature.  
Ad Hoc networks pose an interesting problem in 
networking with dynamic routing and highly insecure 
working environment Need of Secure, Scalable, Reliable 
and Efficient algorithms for Key management and Routing. 
Passive attacks: Necessary and sufficient condition is 
cooperation between nodes; The network performance 
severely degrade when a large percentage of node do not 
cooperate in p.f. function; Then: need to enforce 
collaboration between nodes. 
Active attacks: Routing protocols do not care of security 
aspect; 
Then: Need of securing routing protocol; Need of 
authentication mechanism to prevent spoofing attack; Need 
of integrity of routing messages 
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